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Abstract—Recent research [1,2] has suggested traditional top highly dynamic operational environment. There is a need for
down security policy models were too rigid to cope with changs  such dynamic learning to fully meet the operational créteri
in dynamic operational environments. There is a need for mog In this paper, we review the requirements in dynamic leamnin

flexibility in security policy to protect the information an d yet d d . licy | ing f K
still satisfy the operational needs. Previous work has shawthat and propose a dynamic policy learning framework.

a security policy can be learnt from examples using machine We choose to use Genetic Programming [3], a kind of
learning techniques. Given a set of criteria of concern, onean  eyolutionary algorithm that was previously shown to be able
apply these techniques to learn the policy that best fits the to learn the policy given a set of decision examples [4]-[6]

criteria. These criteria can be expressed in terms of high leel . . . .. )

objectives, or characterized by the set of previously seenedision The main reaspn to usg Gen.e.tlc Programming is 't§ rather
examp|es_ We argue here that even if an optima| po||cy couldd weak aSSUmptlonS and its ablllty to search for solutions of
learnt automatically, it will eventually become sub-optimal over unknown (or controlled) size and shape in vast, discontisuo

time as the operational environment changes. In other wordsthe  splution spaces. Other data mining algorithms are potgntia
policy needs to be continually updated to maintain its optinality. applicable

In this paper, we review the requirements for dynamic learnng ; o ) ) ]
and propose a dynamic policy learning framework. The main contributions in this paper includes:
Index Terms—Dynamic Learning, Concept Drift, Multi Objec-

tive Genetic Programming, MOGP 1) The design of a dynamic security policy model. Cur-

rently there are no decision examples that are available
for us to work with, we need to design this model and
generate examples to be used for training purposes.

A traditional top-down, rigid security policy model defines 2) The discovery of the problems and difficulties encoun-
a static trade-off between the estimated risk and benefit tha tered in dynamic learning using Genetic Programming.
can be obtained from allowing accessing the informatiohét 3) The design of two dynamic learning frameworks using

I. INTRODUCTION

system. It is often difficult to develop a policy that encottes Multi Objective Genetic Programming (MOGP). Both
appropriate risk vs. benefit trade-off. First, there arert@my of them are sufficient generic to be used with other data
factors to be considered, and some of these factors canatonfli ~ mining algorithms.

with one another. Second, due to the nature of the informatio
— exposure of information is irreversible, the policy deysdd

is often pessimistic, i.e. information access is denied
default to minimise the risk although it is not necessarilK/
the best decision. Worse, exceptions to policies and aahditi
privileges are often granted to users to meet operatiorede
and these privileges are rarely revoked. Conversely, sorast

The rest of the paper is organised follows: Section Il
iscuss the related work on security policy learning. Secti
presents a time-varying risk budget based policy. Secti
presents the learning technique in use. Section V present
the general experimental setup. Sections VI and VIl present
the experiments carried out on static and dynamic learning
information is also classified at a lower sensitivity level trespe_ctwely. _Sectlon Vil prese_nts the analysis on variou
way in selecting the best solution from a set of candidate

faC|I|tate |r_1format|on_ sharing. In summary, th? craftgdlq:;p solutions generated by MOGP. Finally Section IX concludes
is sub-optimal and is tweaked during operational time in an

i . and discusses future research.
unmanaged way to fit the operational needs.

Recent work has shown that machine learning techniques
(see Section Il) can be used to learn policy. Given a set of
criteria of concern, one can apply these techniques to kbarn
policy that best fits the criteria. These criteria can be esped
in terms of high level objectives, or characterised by thie se In this section we will first review prior work on applying
of previously seen decision examples. We argue here tmadichine learning techniques to learn security policiesl an
even if an optimal policy could be learnt automatically, ittw then we will briefly review some data stream classification
eventually become sub-optimal over time as the operatiorsdjorithms that provided the inspiration for the developime
environment changes. In other words, the policy needs to dkour policy learning framework. See [7,8] for details on
continually updated to maintain its optimality, espegiali a classification algorithms in data stream mining.

Il. RELATED WORK



A. Application of Machine Learning Techniques in Policgnsembles are combined using different weights to form the
Learning ultimate classifier. The criteria used for selecting theglits

Machine learning techniques have achieved significant sigclude the time (sliding window)estimatedaccuracy using
cess in intrusion detection systems (IDS) to discover useHie latest data chunk, variation in class distribution, etc
patterns and rules in terms of system normal behaviour or atPynamic Policy Learning is very similar to data stream
tack features. These extracted rules are then used to riseogfl@ssification. Each possible decision in the policy can be
anomalies and intrusions. Most work focuses on using variofewed as a class; the learning objective is to search for
data mining techniques to learn a classifier or clusterer tHi€ classifier that best agrees with the examples in the data
describes the normal (or abnormal) conditions of the systergtréam in a timely manner. In both cases, the amount of data
For details, refer to [9]. will mgwtably increases over, thg algorithm has to be_able_z

In [10] autonomic security policies were mentioned yet nlg@m incrementally and cope with change. Yet there is atill
known results have been published. In [11]—[13], various dasmall dlst!nctlon in terms of the Iearn_lng rate requirement
mining techniques have been used to aid the process of rBledynamic policy learning, the learning time requirement
engineering: deriving roles and their associated peronissi'S IS much relaxed. A few minutes to hours for learning is
from existing data. In [14] machine learning techniques af¢ceptable. This implies we do not have the one pass learning
used to generalise low-level rules to high level rules. GeneConstraint in data stream mining and old data can be redisite

Programming [4]-[6] and later Grammatical Evolution [15]f necessary. _ _ _
are used to learn a new risk based security policy — Fuzzy©ne Possible approach to this problem is to apply static
MLS [16] from a set of decision examples. Both results sholg@ning algorithm on the latest data. In other words, tfte ol
these approaches are promising. data is discarded indiscriminately after a fixed time period

Sometimes, it is necessary to have specific policies on a péfhilst this approach is conceptually simple, it is unwise to
application basis. In [17], Inoue et al. inferred a sandibgx dUMP but not using these learnt and accumulated knowledge
policy for specific application written in Java by monitagin In @ meaningful way. The model learnt in such a way will
program execution. In [18], Scott et al. introduced SPECTRER€Vitably lack behind in time. The model is no longer
a tool to secure a specific web application. When using SPERF€dictive, but chasing the changes at all time.

TRE in an inference mode, it is able to learn automaticay th !N [20], Fan presents a simple example to illustrate that
policy for a security gateway in Security Policy Descriptio old data which is consistent with the new concept can help

Language (SPDL) by monitoring the interaction between wég2ning. Instead of throwing away old data, he proposed a
application and its client. framework that dynamically selects one of the followingrfou

classifiers as the final classifier:
B. Data Stream Classification and Dynamic Learning 1) The optimal classifier trained so far without the use of
Data stream classification posts two challenges to the tra- latest chunk of data.
ditional data classification algorithms: infinite data flowda 2) The classifier trained by updating the optimal classifier
concept drifts. Infinite data flow prohibits a classification in 1 with the latest chunk of data.
algorithm to have multiple scans of the data set. Furtheemor 3) The classifier trained from scratch with the latest chunk
the distribution of the data changes over. This change is of data.
typically referred to asoncept drift The algorithms have to  4) The classifier trained from scratch with the latest chunk
able to cope with this. of data and some old data samples that are (assumed to
To do this, traditional algorithms have been revised to  be) consistent with latest chunk of data.
include fading effects for the older examples. A previousl¥he chosen classifier is the one with best accuracy using cros
learnt classifier is required to undergo revision and toamgle validation on the latest chunk of data. Then, this classifier
the new concept constantly. Using the decision tree classifi set to be the optimal classifier trained so far (Classifieml) i
an example, the decision tree/sub-tree is pruned, re-gmwnthe next classifier selection process.
discarded as necessary [19]. The resulting algorithmsféea 0 The intuition is that no one knows if the latest data chunk on
complicated. Worse, as these algorithms discard old ex@snplts own is sufficient to train a better classifier than the jes
at a fixed rate, the learnt classifier is only supported by tlme learnt. Instead of statically defining how much old data
latest data. This usually results in large prediction vasés. to be used, Fan’s framework lets the data make the decision
The ensemble of classifiers is another approach that hgmamically.
become very popular in data stream classification. This ap-In this paper, we begin the dynamic learning framework
proach offers several advantages over single model classifidlesign with this intuition and show how MOGP can serve as
First, it offers an efficient way to improve accuracy. Secatsd an elegant framework for dynamic learning. Then we propose
parallel nature is easy to scale.Often, the ensembles agiproa novel way to improve the performance of the framework by
splits the learning process into 2 parts: data summarisatiol reducing the error rate and time taken to response to changes
model selection. Data in the stream is divided into chunks; aSince there is not a popular security policy model that
classifier ensemble (which itself can also be a set of classifsupports time-varying policies, we design a time-varyiis§ r
ensembles) is built from each data chunk. These classifirrdget based security policy model for our experimentss Thi



model is used to generate training examples for MOGP awmthereT'I(sl, ol) is called the temptation index which indicates
serves as the benchmark against which the models learnthmyv much the subject with sensitivityl is tempted to leak
MOGP are evaluated. information with sensitivity levebl; it is defined as:

_ (ol—sl)
[1l. THE TIME-VARYING, RISK BUDGET BASED SECURITY T1(sl, 0l) = a 3)
PoLicy MODEL

M —ol

In a system using a risk budget based security policy, eathe intuition for Py andT'I can be found in [16]. The value
user is given an amount of risk tokens that represents hewid is the value ofl'I that makesPyy equal0.5; the valuek
much risk the system is willing to take with that user. T@ontrols the slope oy . The valueM is the ultimate object
access a piece of information, an user offers the amounslof reensitivity level and the temptatidii/ approaches infinity as
tokens he is willing to spend from his budget to pay for thel approached/; the intuition is that access to an object with
access. The system evaluates the risk incurred in grariang sensitive level equals to or more thah should be controlled
access and grant the access only if the user’s offer is gredig human beings and not machines. In our experiments, the
than or equal to the risk. The risk evaluation is part of the andol are integers in the range @f, 9]; the settings foik,

policy and may change with time. mid and M arek =3, mid=4, M = 11.
The model described in [21] is used for risk evaluation. Risk To estimatePry, we assume there até levels of physical
is defined as the expected value of damage: security ratingsSpr. Spm takes an integer in the rande 9];

the higher the rating level, the more secure it is. The mappin
function from Spy to Ppy used isPpy = (9 — Spu)/9.
(V' : value of damage (1)  The probability of incurring damage? is the joint proba-
bility of these four probabilities.
To estimate the value of damagg, the sensitivity level
. — f an objectl is considered to be therder of magnitudef
1) Pox: The probability that the com_mumcatlon _Channegamage, andl” can be estimated using an exponential function
between the user and the system is compromised. such thatl” = a°' [16]. In our experiments is set to bel0.
2) Pis: The_ probability that the information system is In order to introduce dynamic changes to the policy, we
compromlsed. . . further multiply the risk calculated with a safety margictar,
3) PHU' The propablhty that the hqman USET 1S COMPTOZ \yhich varies over time depending on the operational envi-
mised, i.e.; being _t(_empted, maI|C|0u_s, careles_s, €. ronment. For example, the risk policy can be more restectiv
4) Pp: The probab|I|t_y that the physmal security of theand uses a larger value at night. We restrict here to be a
user or the system is compromised. real number in the range 6¢f.0,3.0). The evaluated riskfor
It should be noted that’cm, Prs and Py exclude the zn access to a piece of information is therefare P x V.
probability of physical compromises that are coveredy;.  \we assume that each user is rationale when making an
Whilst the independence assumption among these prolilityccess request in the following ways. First, each user istabl
might not be true and results A being slightly overestimated; gstimate the risk to a certain degree of accuracy. Seconl, ea
this is fine from the security perspective, especially gith® yser always attempts to minimise the amount of risk tokens
fact that all these probabilities are only estimates toregth. spent for each access as well as to maximise his chance in
To estimateP- g, we only consider the security level of thegaining that access.
communication channebcy is either securecr = 1) Of 7o model this user behaviour, we assume the user will
not (SC_H =0). Py =0onlyif Sep =1 and Py =1 always make an offer of3,.i, +v) x P x V, wherey is
otherwise. a random variable with a beta distribution which has a mean
To estimateP;s, we submit to the five level information yaiye of0.5 and a variance value & 05. The user adjusts its
system security ratingsy;s as outlined in Trusted Computerg . - overtime based on the allow/deny responses he received.
System Evaluation Criteria (TCSEC). We assume a8 Thjs is achieved by using a counter. The counter increménts i
is an integer in the rangf, 4]; the higherS;s, the more g access request is granted and decrements otherwise. Afte
secure th? system i85 is mapped taP;s using an inverse y gecisions, the user increasgs.i» by 0.1 if the counter
exponential function such that;s = 1/ exp(Srs). value is positive and decreasgs,;,, by 0.1 otherwise. The
To estimatePy 7, we consider the sensitivity labels of thegynter is then reset to zero. The valuedf;, is initialised
subject (user)sl and the object (informationy/. The sensitiv- 5 pe (.5 less than the initial value af.
ity label of a subject represents the level of trustworthief Examples of access control decisions are generated using
the subject whereas the sensitivity label of an object mié€ e setting described above. Each example is a tuple of the
the level of damage incurred if the object is lost or misuseﬁlmut variables,Sc, Srs, sl, ol, Spm, the offer and the
To map these sensitivity labels 1, we reused the sigmoid ;.. sion. We generate a set #6000 examples. For each set of
function as outlined in [16] as follow: examples, the value ef is changed randomly within its range
1 every 1000 examples. Using these examples as a training set,
1 4+ exp(—k(TI(sl,ol) — mid)) @ MOGRP is used to learn an access control policy from them.

risk = (P : probability of incurring damage x

The probability of incurring damagé’ is decomposed into
four independenprobabilities:

Py =



IV. MuULTI OBJECTIVE GENETIC PROGRAMMING (the non-leaf nodes). An example terminal $eand function

A. Evolutionary Algorithms set I sufficient to allow description of the LISP tree in Figure
1 is given below as:

Evolutionary Algorithms (EA) are a family of problem

solving techniques inspired by natural selectioAn initial T = {X,Y} U{1,2...100}

population of individuals is generated, typically in a rand F o= {+,— % +%)

fashion. Each individual represents a candidate solutiché o

problem in question. In choosing these sets, there are two properties that must

The population of individuals is evolved repeatedly in thee ensured: theufficiencyproperty ancclosureproperty. The
following way to produce new generations of population thaufficiency property requires that the target solution fog t
offer increasingly better solutions to the problem. problem in question can be represented with the elements in

First, each individual in the population is evaluated anghe sets. The closure property refers to the elements in the
given a fitness score that measures how well the individifahction setF” being able to take any value they may receive
solves the problem. Then, the population of individuals is input, including all the elements in the terminal Eeand
subject to the evolutionary operators to produce the pdipala any return values from other functions or operators. Rralyi
of the next generation as follows: it is important to keep both sets small to prevent the search

. Selection: individuals are selected for breeding accardispace from becoming too large [22].

to fitness (natural selection). This is an implementation The crossoverand mutationoperators in GP are defined as
of the “survival of the fittest” concept, ensuring bettefollows [3]:
(fitter) individuals are more likely to contribute the next « Crossover is performed on two trees. A sub-tree in each

generation; tree is chosen randomly and swapped with the other.
« Crossover: parts of two individuals are exchanged to form, Mutation is performed on one tree. A node in the tree is
two new individuals; chosen randomly and replaced with a new node or sub-

« Mutation: elements within an individual is perturbed in  tree randomly. Mutation helps to introduce diversity into
some way. This serves to diversify the population. Given  the population.
an initial population, repeated application of selectiad a
crossover alone might otherwise not be able to reach pafts Multi Objective Evolutionary Algorithm (MOEA)

of the search space. _ In many practical problems, a desire to optimise more
« Reproduction: an individual is passed on to the nexian one objective is common. Some of these can conflict
generation unchanged. with one another. In other words, instead of having a single

Commonly, the stopping criterion is either that a “goofitness score, each possible solution has a vector of fitness
enough” solution (individual) has been found or that a presgcores, one per objective. This is typically referred to as a

number of generations have been produced. multi objective optimisation problem. The traditional way
] . approach this is to aggregate the vector of fithess scorag usi
B. Genetic Programming a weighted sum approach. In a sense, this is like “comparing

Genetic Programming (GP) is a form of EA wherein aapples with oranges” by weighting them differently. Thege i
individual is a program represented by a tree structure. Amevitably some degree of subjectiveness and arbitragiimes
example that implements the formul& x Y) 4+ (4 —Y) is weight assignments. A more principled and conceptuallgrcle
shown in Figure 1. approach would be advantageous.

MOEA uses the well known concept of Pareto dominance
in the fitness evaluation of each solution (individual) ire th
population. A Pareto Dominance; relation between two
solutionx andy is defined as follow:

E] Pareto Dominance,~. Let f, and f, be the fitness vector of
zandy, z =y < Vi fu[i] > fyli]l AJi- foli] > f,[i] where

f[é] is the fitness score of thieth objective.

_ — , In other wordsy: dominatesgy iff « is better thany in at least

Fig. 1. An example individual in GP ; ;
one aspect and is at least equally good in all other aspects.

This defines a partial order relation on the solution spabés T
P&tation implies there exists a subset of solutions thatnate

ominated by any other solutions. This subset represeats th

%t solutions possible and is known as Baeto Frontor

areto Optimal set

INatural selection states that individual that are best tadago the The "_’“m of MOEA is to C_Onverge the |nd_|V|duaIs_ 'n_ the
environment have better chance to survive and reproduceekiirgeneration. population to the Pareto Optimal set of solutions. Withia th

The nodes in such a tree can be classified into two grou
the terminal setl’ and function setF. The terminal sefl’
consists of constants and variables (the leaf nodes) and
function setF' consists of functions, operators and stateme



population of each generation, there is always a subset in tion from being trapped in a local optimum and increases
which solutions are not dominated by any other solution é th  the chance of finding better solutions.

population. MOEA aims to make thison-dominatedsubset

a better approximation of the Pareto Optimal set than one V. EXPERIMENTAL SETUP

in the previous generation. To have a good approximation to . i i i

the Pareto Optimal set, MOEA also attempts to maximise the"& carried out multiple experiments of using GP/MOGP
diversity among the solutions in the “non-dominated” subsd® '€arn security policies from decision examples generate
Consider an optimisation problem with objectives as in &ccording to the time-varying risk budget based security
Figure 2, let the curve line represent all the solutions whiga Policy model as described in Section Ill. This model can
best possible achievable trade-off between 2hebjectives, P€ viewed as a function that maps a 6 decision factors,
i.e. the real Pareto Front, MOEA attempts to converge th&H, S1s, sl ol, Spu, offer to a binary decision. To use
individuals (points) in the population to be as near to thefa GP to search for a policy, we choose to use each individual

Front as possible and also as diversely spreaded on thePal&e in the population to represent a policy. It follows ttret
Front as possible. words “individual” and “policy” are used interchangeabty i

the rest of this paper. The terminal (leaf) nodes can be one
. ‘ ‘ ‘ ‘ of the decision factors or an Ephemeral Random Constant
e (ERCY, which takes a real number ip-10,10]. The non-
. terminal (non-leaf) nodes are mathematical functions. The
. ] functions chosen are:, —, x, +3 , protectedin(x)*, exp(x),
o pow(z,y), protectedlog,(y)®, max(z,y), min(z,y), sin(x)
o6t 1 andcos(x).
In each experiment, a policy is learnt from a training set
0al ‘e, | of decision examples. Ideally, the learnt policy shouldpotit
o the same decisions prescribed by the examples in the tgainin
Wl *l‘ | set when the policy is fed the tuple of 6 decision factors
(Scw, Sis, sl, ol, Spm, offer) in the examples. The
practical objective is to minimise the percentage of output
o5 oz o o8 o8 1 decisions that are different from the true model that geeera
Fimess 1 the examples. This percentage is #weor rate of the learnt
Fig. 2. The ultimate goal of MOEA is to obtain the best appmedion pO“Cy'_ This error rate I_S estimated using the00 exa_mples.
of the Pareto Front of the problem in question with the intlials in the We will show that using MOGP actually helps in better
population. achieving this single objective.
All the experiments are carried out using ECJ 18 [24]
In this paper we used Strength Pareto Evolutionary Alggjith the SPEA2 module is obtained from the ECJ 19 CVS

rithm (SPEAZ), one of the most popular MOEAs to perforiepgsitory http://dev.java.nét/lUnless otherwise specified, the
multi Ob]eC“Ve evolution in MOGP. For details on SPEA2defau|t paramete?s,vere used in all experiments_

refer to [23].
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Fitness 2

As GP (and EA in general) is stochastic in nature, the
evolution process in each run varies a lot depending on the
D. Advantages of MOEA random seed used. To see how well GP can perform in learning

The Pareto Optimal Set approach used by MOEA haglicies, we carried out00 runs for each experiment using
several advantages over the traditional weighted sum appro a different random seed for each run, and evaluated GP’s

« The weights that define the trade-off among differeferformance using the best individuals produced by each run

objectives is no longer required to be determined Bhe best individual produced by a run is the individual with
priori. Such a determination is hard as it requires a dedpe lowest error rate in the last generation of that run. ArsGP
understanding of the problem domain. performance is evaluated by two measurements:

o The Pareto front can unfold the relationship between

different objectives, which may be difficult to obtain “Ephemeral Random Constant (ERC) is a constant in which itsevis
otherwise. Such information is also helpful in guidingadomly generated during s creation.
a decision-maker to choose the optimal solution for the3z -y = {5 ity 7&9
. 1 otherwise
problem from the Pareto Optimal set. _
« The set of Pareto Optimal solutions can be saved andprotectedin(z) = g"“x') gtﬁeﬁviose
be retrieved later. Such a retrieval may be necessary if a _
change in circumstance requires a different trade-off antbprotectediog. (y) = {é"gu)(ly) gt;ce;riv?sgr lory#£0orl
and therefore a different solution. 6The reason is that there is a mai . . dule fisiore 19
e . . JOr revision on the module nsiome
« Optimising for multiple fitness scores tends to preserygimprove clarity and remove some minor bugs found
the diversity of the population, which prevents the popula-7koza. par ans for Single Objective GP ansipea2. par ans for MOGP



1) The median error rate of the best individuals. Mediagven both. We do not attempt to distinguish them here as they
is used here instead of mean as the error rate distrilaeth make the learning process more difficult. Furthermase,
tion is highly skewed. This follows that the confidenc¢he size of the individuals become larger, they consume more
interval based upon standard deviation of mean is meemory and require longer time to evaluate.
longer valid. Instead, the5% confidence interval of the  To alleviate these problems, we use SPEA2 bloat control
median is calculated using the Thompson-Savur formubehich has been shown to be effective [27]. This method

presented in [25]. introduces a new objective to the experiment — minimising
2) The number of the best individuals with error ratés the individual size. Letize(P) be the size of an individual
25%. P, the fitness function with respect to individual size is:
These measurements .givg an indication how Ipw the error rate size(P)/512 if 32 < size(P) < 512
could be and on the likelihood of GP producing a low error L
rate policy. fsize(P) =< 32/512 if size(P) < 32 (5)
1 otherwise

VI. LEARNING STATIC SECURITY PoLICY S )
To prepare for the experiments on dvnamic polic Iearninln other words, individuals with less thaB2 nodes have
Prep P y policy 91e samef,.. values as the individual witl32 nodes and

we ;tarted W|_th thre_e experiments to learn static pollcya_ Tr|1n dividuals with more tharb12 nodes have the samg,.,
training used is the first000 examples generated as described o ) . .
. g ; . L values as the individual with12 nodes. This is to avoid over-
in Section IIl. The policy to be learnt is static in the serfsatt

. . simplified or over-complicated solutions.
all 1000 are generated with the same valuecofExperiment Lo . L
. L . : . As SPEA2 maintains an archive that ensures the individuals
1 uses Single Objective Genetic Programming. Experinzent . . .
in the non-dominated subset of a generation are copied to

and Expenme_nB use MOGP_SPEAZ to address the problen}ﬁe population of the following generation, the reprodugcti
encountered in Experimerit

In the first experiment, the default genetic operators ar(])gerators IS .removed, .e. the crossover operator is applie
with probability of 1.0.

parameters are used: each selected individual (policyjahas The second experiment is carried out with these changes.

probability of 0.9 to be applied the crossover operator and fhe results show the countermeasure is effective. The geera

probability of0.1 to be reproduced. To breed the individuals of. s SR
the next generations, the binary tournament selectionnsehe>'2E of the individuals is significantly smaller and the eval

. : ST uation time is also much faster. However, the performance

[26] is used. The fitness of a policy is its error rate. kgbe . : . )
) . - S improvement in terms of error rate is very marginal. After

the 6-tuple in example, decision; be the decision in example ; . L
i, andP(r;) be the decision of a policl? onr;, then the fitness .200 generqnons, the med!an error rate of i@ best policies
ft,mction (;fP - v is 0.3545 with its 95% confidence interval 0f0.3419, 0.3591].
' The best of the best individual has an error of abli26. The
number of best policies that have error rate25 increases
to 22. The error rate distribution of these best individuals is
shown as Experiment 2 in Figure 3.

fau(P) = % ZP(W) # decision; 4)
i=1

In this case;,n = 1000 and the number$ and 0 are used to
represents Boolean valudgue and False. B. Loss of diversity among constants and individuals

The experiment is carried out with alDO runs terminated  The diversity among constants appearing in the individuals
after 200 generations. The median error rate of the0 decreases with each new generation. This is expected as some
best policies produced by these runsi8555 with its 95%  forms of convergence is necessary if a population is to predu
confidence interval 0f0.3487, 0.3640]. The best of the best 3 solution for the problem in question. It is often that the
individual has an error of onl§.107 and there is onlyi2 out  desired constant will not appear in the initial populatibattis
of the 100 best policies have error rate 0.25. Worse, more randomly generated; but the evolutionary process is erdect
than half of these best policies have error rate§.35. The to synthesise the required constant by joining the existing
distribution of the error rates of these best individualshewn gnes through the operators. However, if the constants cgave
as Experiment 1 in Figure 3. This suggests that many of thgematurely before finding the appropriate one, the evauti
runs got stuck at local optima. Analysis on the tree str&tuprocess will be stuck at a local optimum.
of policies in the population reveals some common problemsThijs |ack of diversity among constants is the key to our
in Genetic Programming. We now present these problems gsidblem. This is revealed by analysis on the risk-baseaypoli

the methods used to alleviate them. discussed in Section IIl. This model can be written as:
A. Increase in average individual size and evaluation time allow iff offer > risk

The size of an individual is the number of nodes in its = allow iff offer > «a(PxV)
tree representation. The average size of the individualken = allow iff offer > ax P xa ©6)

population grows quickly and becomes very large. This can
be either a phenomenon of bloat (uncontrolled growth of thes P is in the rangel0,1] and « is in the rangel0, 3] and
average size of the individuals) or over-fitting problems, wffer is programmed to trackisk, the value of constant



which is raised exponentially dominates the right hand siaé the best individual has an error of only099. Also, the
of inequality (6). An individual would still have a high ero number of best policies with error rates 25% becames4.
rate even if it otherwise exactly implements the inequdlity The error rate distribution of these best individuals rates
with the wrong value fora. As the diversity of the constantshown as Experiment 3 in Figure 3.
decreases over generations, the chance of finding the torrec
value ofa becomes even smaller. 60 F———
In our experiments, the rate of convergence among constants Expenment 5
is accelerated by the following factors: or 1
o Small chance of using a constant as a leaf node —
In ECJ, each ERC constant of a range is implemented
as a terminal class and each variable is implemented
as a terminal class. Each terminal class has an equal
probability to be selected to be a leaf node. As our w0}
experiments consists of 6 variable terminal classes and
1 ERC terminal class, the probability of an ERC to be w0
chosen as a leaf node is only/7. Furthermore, the
relatively large ERC range also exacerbated the problem 0
in finding the appropriate constant.
« No mutation operator — Without mutation, there is no
new constant introduced to the population at all. Thig. 3. The distribution of the best individuals in thé0 runs from each
diversity among constants in the population is decreasiﬁbthe first three experiments on each error rate interval.
in every generation.
« The use of archive in SPEA2 — SPEA2 restricts the
binary tournament selection among the individuals in the
archive and therefore only the constants that appear inin the first three experiments presented so far, all the
these individuals have the opportunity to be passed @gcision examples are available prior to the start of thenlag
the next generation. process. This is hardly the case in practice. In this section
Further analysis also reveals that substantial portiorhef twe investigate how to learn dynamically when the decision
individuals in the archive share the same or similar higeeell €xamples become available gradually during the course of
structures of their trees (assuming root of the tree is thedst learning. The learnt model is continuously refined or even
node). The diversity among the individual is lost. We thihke t redefined if necessary by the new decision examples. This
cause of this problem is similar; the absence of mutation afgiction presents three experiments: Experimérsisows how
the use of archive in SPEA2. dynamic learning can be done by extending the previousstati

To overcome these problems, we setup the third experimégarning algorithm. Experiments and 6 use a novel dy-
with the following changes. First, we used six identical ER@amic learning framework — Diversity via opposite objeetiv
classes instead of just one. This makes the probability (ROO).
choosing between a variable and a constant become equaln all experiments, the input decision examples are organ-
Second, we choose to use mutation operator only insteadissid into a sequence of data chunks. Each chunk consists
the typical high crossover and low mutation settings. Tlagee Of 200 examples. The risk-based policy model described in
four reasons to do this. First, mutation introduces new gef€ction lll is used to generate the data. The policy is chéinge
and thus promotes diversity in the population. Second, st havery 1000 examples by changing the value of In each
been shown empirically that crossover does not outperfo@xperiment, the sequence is fed into a MOGP learning process
mutation in many problems in GP. Third, this frees us froine chunk at a time. The first policy is learnt using the first
tuning the probability parameter of applying crossover arhunk after100 generations of evolution. Each subsequent
mutation. Finally, mutation provides a means to introduee n chunk is used by the learning process to refine the policy
individual to the population by simply allowing mutation tdlearnt from the previous chunk(s). Each refinement startis wi
happen at the root node of an individual tree. We changed ¢ population of the last generation learnt from the presio
probability of mutation at the root node fromh (default) to chunk(s), and uses the examples in the latest chunk to learn a
0.125, at a terminal node from.1 (default) to0.125 and at refined policy afterl00 generation of evolutions.
a non-terminal nodes froM.9 (default) t00.75. The value , ) )
0.125 is chosen based upon the ratio between the archive Sﬁ,el'ixpen.njent 4: Dynamic Leaming framework based on
(128) and the population sizel(24) used in ECJ. Fan’s intuition

The results show a significant performance improvement inln Experiment 4, the previous learning framework is ex-
terms of error rate and success rate. Af@d generations, the tended in two ways. First, the number of examplesjn
median error rate of the00 best individuals reduced ©2225  f,;(P) is no longer fixed t01000 but set to be the total
with its 95% confidence interval 0f0.1595,0.2789]. The best number of examples received; increases as more chunks
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are received. Second, a new fitness function is introducedrtew policy is thus reduced to learning of a new value dor
measure the error rate of a polié¢ywith respect to the latest This is obviously simpler than learning from scratch.

chunk of data. Let; be the6-tuple in an exampleé, decision; Further analysis also reveals the individuals in the achiv
be the decision in examplg s be the size of a data chunk,converge and become more alike to one another over genera-
and P(r;) be the decision made bl on r;, this new fitness tions. For our problem, this is not an issue as long as a pigicy

function, fj,s; is: learnt before the diversity is lost. The subsequent chaoglys
n require changes on the value®fwvhich the mutation operator
frast(P) = 1 Z P(r;) # decision; (7) can easily provide. The loss of diversity also explains teg/v
S imm_st1 sharp upward spikes during policy change in the error rate in

Figure 4(b). Since the individuals are all alike, none ofnthe
would be a good match for a new policy when a policy change
Fu happens and thus the error rate increases sharply. However,
The intuition employed here is similar to Fan’s (refer Se%]eecrlzvgepii“grcl)sr :g!:;tlvely easy to leam and thus the quick
tion 11-B). Each chunk is used to refine the policy learnt from n summary, this d)}namic learning approach can perform
the previoug chunks. The refinement process happeps th“’\‘ﬂ%h under the'assumption that the policy change is reltive
100 generatlolns. of M_OGP learning. In each genera‘uon.. small and the knowledge learnt previously can aid the learni
1) The policies with the lowestf.;; or fias: values in  of the new policy. The use dffitness functionsy,,; and fiqs
the previous generations are preserved in the SPEfgtects and allows the knowledge learnt to be passed oeto th
archive. These policies correspond to Fan’s Classifier Jayt generation. However, this approach still suffer frama t

2) These policies are refined with examples in the lategfss of diversity among the individuals. This puts the gaher
chunk through MOGP. These refined policies corresponghyjicability of this approach in question.

to Fan’s Classifier 2.

3) New policies are generated (using mutation). Some Bf Diversity via Opposing Objectives (DOO) Framework
these policies will have the lowegl; value withinthe  The |oss of diversity problem is not uncommon in the
population and correspond to Fan's Classifier 3. Somg@gditional EA settings. The “survival of the fittest” pripte
others will have the lowesf,qs; value and correspond employed by EA provides the fitter individuals higher chance

With the introduction of this new fitness function, this expe
iment has3 fitness functions in total, namely,;;, fi.s: and

to Fan's Classifier 4. to survive and pass their genes to the individuals in the next
After 100 generations, the policy with the lowegt,s: value generations. Consequently, the individuals in the pomnat
is chosen to be the new learnt policy. will inevitably become more alike with one another over

The experiment is carried out with these settings. The tesujienerations, i.e. the diversity among individuals will lostl
are shown in two levels of resolution. Figure 4(a) showsver generations. If the diversity is lost prior to the optim
the median error rate of the best policies learnt after evandividual is found, the individuals in the population isé#o
100 generations of training time. Except in the initia0 be trapped in a local optima. To prevent being trapped at loca
generations, the median error rate is kept belo220 at all optima, EA uses mutation operators to introduce new random
time. genes to the individuals. However, as these genes are gedera
To understand the learning progress in detail, Figure 4(gndomly, the chances that they provide improvement over
shows the median error rate of the best policies in eachrrent individuals are very small and therefore are highly
generation. When policy change happens at eveshunk unlikely to be preserved. In other words, the diversity is
of decision examples, i.& x 100 = 500 generations, the generated and then lost from one generation to the next.
median error rate spikes up sharply. After the spike, thererr To overcome this problem, several EA-based dynamic learn-
rate reduced faster than the init&0 generations. This is a ing algorithms have been proposed in the literature. Most,
direct effect of using the fitness functions;f,; and f,s; if not all of them first attempt to produce individuals that
together. It provides a smooth transition phase for legrnimre optimised for the problem related objectives ahdn
by protecting the models that are optimal with respect tttempt to maintain the diversity among individuals in the
the old policy from being eliminated quickly by the newpopulation as much as possible [28]. Their settings arenofte
policy. Consequently, these models are able to pass on #tkhoc and the algorithms are often complicated. We propose
knowledge they learnt to the new individuals created aftarnew dynamic learning framework — Diversity via Opposing
the change. Consider the population in the generation priobjectives (DOO). DOO takes the opposite perspective; it
to the change, the models that have Iy, values are also first attempts to maximise the diversity among individuals in
likely to have low f,; values. After the change, thefii,,; the population through generations, atietn uses the ever
will become worse (higher), but thejt,; values would only increasing diversity to help in finding optimised individsia
be affected slightly. Thus, these models will still have @djo  Performing evolutionary operations on a single individnal
chance to be kept in the archive and be brought forward EA can be viewed as searching for more optimised individuals
the next generation. As the policy change in our problem feom the position of the individual in the solution space.
characterised by a change on the valuexpthe learning of a Performing evolutionary operations on a diverse popufatib



o5 a fair chance of passing its genes to the next generation,
K and evolutionary operations will produce more diversity in
the next generation. Using th@rror rate, accuragypair of
objectives as an example, a possible Pareto Front formed by
the individuals is depicted in Figure 6. From an MOEA's point
of view, since the true Pareto Front is already found at the
start of the evolution process, the only job left for MOEA is
to improve the spread of the solutions on the Pareto Front
(See Section IV-C for details). Therefore, the populatiba o
generation has a wider coverage of the solution space tlean th
previous generations, i.e. diversity increases as MOExYedri
% the evolution process.
S0 1000 1500 2000 2500 3000 3500 4000 4500 5000 To understand how DOO works via MOEA, we introduce
e ctgsmeron the concepts of the solution spaSeand objective space.
(@) The median error rate of the best policies aftep generations ~ Referring to Figure 5, each poiste S represents a possible

Median error rate of the best policies

training time for each chunk of decision examples solution to the problem in question. The fitness functign,
maps a poink € S to a pointo € O such that the location of
osr o the pointo represents how well meets the objectives. The

function f is surjective (onto) but not injective (to 1); each
point in S is mapped to a point i® and multiple points in
S can be mapped to one point M.
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(b) The median error rate of the best policies
Fig. 4. The experimental results of dynamic learning usinopjectives Fig. 5. Mapping between solution spacg/to objective spacey).
Diversity among individuals in a population is essentially
measure on how uniformly the solution points are distridute
individuals can be viewed as searching many different prtsin . while f does not conserve the distribution, it is often true
the solution space in parallel. This parallel search has ehmuhat f is a continuous function between these two topological
better chance of finding more optimised individuals than gpaces, i.e. a set of solution points near a peinin S is
search starting from just one individual. The ever incre@si mapped to a set of point near the pojfts’) in O.
diversity in DOO results in a domino effect such that not only ag f is not injective, the inverse is not necessarily true,
the search is done in parallel, but the search space coverage 2 solutions can be very different yet both solve the
increases as the diversity increases. Consequently, #receh same problem equally good. However, following the continui
of finding a more optimal individual becomes larger and larggssumption ory, it is reasonable to assume that a set of points
as the evolution proceeds. This same effect cannot be &thiey, O that are far apart from one another corresponds to a set
by conducting many runs of single-objective EA in paralledf points that are far apart from one anotheSinDOO makes
because each run is likely to be trapped in a local optima. yse of this assumption and attempts to maximise the diyersit
DOO is very simple. DOO changes each and every obf solution points inS via maximising the diversity of points
jective into a pair of opposing objectives. For example, thie O using MOEA.
objective of minimising error rate is changed to minimising In the SPEA2 implementation of MOEA, if the number of
error rate and minimising accuracy.( — error rate). DOO non-dominated points exceeds the archive size, the paitt th
then optimises all objectives using MOEA. The opposingas the shortest Euclidean distance té it nearest neighbor
objectives in DOO ensures that an individual who is lessrfitten the O space is dropped, whefeis usually set to be the
for one objective is fitter the opposing objective. Thereforsquare root of the sum of the the population size and the
no individual is dominated by otherge. all individuals are archive size [23]. If two points have the same distance to its
at Pareto Front. Therefore, each and every individual hash nearest neighbor, then the tie is broken by comparing



their distances to theifk — 1)-th nearest neighbors and sdThe fitness of the individual siz¢;.. is excluded here as it

forth. This process is iterated until the non-dominatecht®i is not a problem related objective.

can fit into the fixed size archive. Essentially, the goal is to The experiment is carried out with all other settings remain

fill the archive with non-dominated points as uniformly anthe same. The results are presented in two levels resodution

widely distributed overO as possible. Using théerror rate, as before. Figure 7(a) shows the median error rate of the best

accuracy pair of objectives as an example, a possible archiymlicies learnt afterl00 generations of training time. Figure

is depicted in Figure 6. As the most optimum point of each(b) shows the median error rate of the best policies in each

objective is always located at the corner point of the convepeneration. The results of Experiment 4 ushgbjectives is

hull of the Pareto Front formed, i.e. they are furthest afparh  also included in pink for comparison purpose.

others. These points are guaranteed to be preserved at eagh the initial 500 generations, the learning rate in DOO is

generation until a better one is found; and a better solusionsignificant faster. The median error rate of the best pdalicie

likely to be found as the diversity keeps increasing. is reduced ta0.250 in 200 generations. This result is com-
parable to the best static learning approach in Experiment 3

! ‘ ‘ ‘ ‘ despite the fact that the amount of training examples used is

x significantly less 400 vs. 1000) and presented to the learning
0wl e 1 algorithm in sequential chunks.
o Furthermore, the best policies learnt in each generation
sl . | using DOO generally has a lower or equal median error rate
x than the one learnt in previous experiments. However, ttoz er

rate can suddenly rise even in the absence of a policy change.

Error rate of the individual
[ ]

T . Analysis reveals that this is related to the model selection
. problem. Currently, the output policy is selected basednupo
02 )'Q_ 1 the estimatederror rate/bias on the late800 examples. As
T these200 examples are generated randomly, they may not be
. ° sufficient in forming a good representation of the targeigyol

1 1 1 1
0 0.2 0.4 0.6 0.8 1
Accuracy rate of the individual

Moreover, changes in policy sometimes can simply mean a
revisit of an old policy in the past. Therefore, the policwtth
Fig. f|3- ~ The use of OpgosinglObjIEBC_tivessimpli‘;S that e\frﬁid?al An the s optimal in respect to the latest chunk may not be the true
population is a Pareto Optimal solution. SPEA2 truncatés/iduals that are . . . _ . . f .

close togetheiiteratively until they can fit into the archive. Assuming thec'ptl_maI PO“Cy' ThIS sub OPt'ma| pOIICy selggtlon effestnot
archive size isl0, the individuals removed is illustrated. It should be clear ObVious in previous experiment as the policies are very much
see that the individuals at both corner of the Pareto froatqararanteed to glike to one another. We will show how the ensemble approach
survive from this truncation process can be used to overcome this problem in the Section VIII.

. . . From the other perspective, this effect is a positive sign of
Furthermore, every policy that output binary decisions (aﬂiiversity maintengncs P 9

binary classifiers in general) can be inverted to its complem
by a simple negation on the output decision. Therefore, hi
0

error rate policies are just as good as those with the low erfg . . . . . .
. . A . evidence of diversity maintenance. One could view policy
rate. To gain benefit from this, final output policy selectgd b

DOO is the one with highest absolute value of bias; bias ¢hange as a change on the fitness mapping funcfiowith a

: . . L ('.1Siverse set of policies maintained in the population, iiksl
defined a$).5 — error rate. A negative bias value implies that P Pop y

the policy is optimised on the opposing objective and thsis ig;gn(;ge of them will be near the new target policy after the

output decisions need to be flipped if it is selected for use.

It may be argued that another way to preserve diversity is
to randomly select the individuals whose genes will be ghsse"
to the next generation. Our experience shows that this mayAn obvious weakness of the previous experiment is that it is
next work in practice. Our experimental results indicatat thnot scalable. The evaluation ¢f;; involves scanning through
the error rates of the randomly generated individuals of tkél the decision examples seen. As the number of examples
first generation cluster arouri?%. Such a distribution may increases over time, the fitness evaluation time required fo
be attributed to the law of large number. Randomly selectirgich individuals follows. A possible way to overcome this is
individuals to pass on their genes means that the error ohteso use a subset of decision examples, randomly sampled from
the next generation are likely to cluster arousts as well. all the decision examples seen. The likelihood of an example
DOO creates two opposing forces to pull this cluster apartbeing sampled decay over time, i.e. the older an example is,
the less likely it is being sampled.

In Experiment 6, we drop the pair of objective,;, 1.0 —

To use DOO, Experiment 4 is modified to use two pairs of,;;) from Experiment 5 to see the effect of not evaluating
opposing objectives;fai, 1.0 — fan) and (fiase, 1.0 — fiase).  fitness against older examples.

hLastIy, the heights of the spikes in the error rate due to
%olicy changes are much lower in DOO. This is another

Experiment 6: One Pair of Opposite Objectives

C. Experiment 5: Two Pairs of Opposing Objectives
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The experiment is carried out with only this change. Thgje models to achieve better performance. We use a simple

results are shown in two figures: Figure 8(a) shows the medigtying mechanism such that the output of the ensemble is the
error rate of the best policies learnt after evédy generations majority output all the models. This ensemble construction

of training time and Figure 8(b) shows the median error rate virtually no cost in EA by simply selecting the beat
the best policies in each generation. The results of Ex@enim,qividuals from the final population.

3 that use2 pairs of opposing objectives is also included in However, the theoretical study of ensembles has reveated th
2 key factors that determine the performance of an ensemble

pink for comparison purpose.
The experimental result shows that the perfarmance Sle the performance of individual models and the diversity
ong all models in the ensemble [29]. As the population

the best policies obtained in this experiment lay somewhe
5t%n EA run with non-DOO setting converges and loses the

between those obtained in Experiment 4 and those obtai
in Experiment 5. This suggests that the the pair of ObjestlV‘aiversity among individuals, the performance gain of using
%nsemble is limited to the first factor. However, this is not a

(fau, 1.0 — fa) dropped are actually useful in maintaining
better diverse set of individuals in the populations. It aéms problem with DOO. Yet, we still have questions to answer:

to be our future work to investigate the best way to investiga
this further as well as seeking a sampling technique to selecl) How many models should be used to construct the

the old data to make the framework scalable whilst maintaini ensemble? Whilst the negative bias models are as useful
the performance. as the positive bias models, models with near zero bias
are virtually useless. Should these models be included?

VIIl. M ODEL SELECTION If not, what should be the threshold on the bias of a

In this section, we examine various ensemble approaches in model such that it is included in an ensemble?
which the output model can be constructed by combining mul-2) Should the vote among these models be weighted?



We choose to examine if weighting the vote of eachn opposing objective for each of the original objectives.
model with its bias on the latest chunk is better than \With such a setting, DOO is able to maintain the diversity
simple uniform weighted vote. If so, how much is theamong the individuals in the population whilst optimisirg t
improvement? intended objectives. Diversity among individuals can aid i

We attempt to answer these questions by comparing the &¢0iding premature convergence and coping with concefit dri

formance of ensemble built with the following combinationd dynamic learning.
of models: In our future work, it is envisaged to investigate DOO

framework in more detail. This includes examining the use
of random sampling on old decision examples to overcome
its current weakness, extension on replacing its current GP
representation with other techniques such as neural nietwor
and decision tree.

« use the single highest bias model in the archive.
« use the8 highest bias models in the archive.

« use thel6 highest bias models in the archive.

« use the32 highest bias models in the archive.

« use the64 highest bias models in the archive.

« use all models128) in the archive.

in which the bias is estimated with the bias of the model on Research was sponsored by US Army Research laboratory

the latest chunk.of examples. . and the UK Ministry of Defence and was accomplished under
The models in each of these ensembles are combm&

with 2 different methods: uniform weighted (unweighted) ang Jreement Number W91INF-06-3-0001. The views and
conclusions contained in this document are those of thevasith

bias weighted voting mechanisms. In bias weighted votin . . -
mechanism, the vote of each model is weighted with thag'nd should not be interpreted as representing the official

absolute value of its bias on the latest data chunk. If the bi olicies, either expressed or implied, of the US Army Restear
) L - aboratory, the U.S. Government, the UK Ministry of Defense
is negative, its vote goes to the complement decision class.

When using the ensemble approach in Experiment 4, t [athe UK Government. The US and UK Governments are

te d td but i ith th tthorized to reproduce and distribute reprints for Gowemit
E;r?]:orgefs J)Sees d nz:\)s sﬁg\r/?r?sii Flf l:rr]ecéeg?:)sgzlval) Th?s r::m G poses notwithstanding any copyright notation hereon.
gulres : We would also like to thank Wei Fan, Charanjit Jutla and
because not all the models are optimised on error rate, so

e
models in the archive are optimised on other objectives, e, aru Aggrawal from IBM Watsons Research Center for

. X oviding useful direction and feedback on the work.
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