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Abstract

The common substitution cipher that shifts every letterhi@ &lphabet: letters to the left or right
is known to every cereal box reader. Perhaps less known éxi&nsion tgpoly-al phabetic substitution
ciphersinvented in 1553 where consecutive letters are shifted tigrdnt amounts. This can be according
to aperiodic key or aone-time pad, introduced in 1917. The randomly generated non-repe&tygi.e.
one-time pad or running key cipher, is not possible to demipHowever, if the non-repeating key is text, a
common encryption mistake, then the message can occdgibealeciphered. In this paper we show how
to decipher using the Viterbi algorithm. The case of repegkieys, both English text or random, will be
treated as well. We measure the error rate of the decrypticntest set where the messages and keys are
known. We further resolve a cipher text for which the origimessage and key was not available to us.

Index Terms: Vigenere cipher, poly-alphabetic substitution ciphéterbi, Speech Separation

1 Introduction

In this paper we assume a standard English alphabet cowgsattiettersA=0, B=1, ..., Z=25 repre-
sented by corresponding integersZips. Caesar’s code, also known as a shift cipher, is a mono adpicab
substitution cipher. Each letter of the alphabet is repldneanother letter. Julius Caesar was known to have
used this cipher as early as the first century A.D. For example

Alphabet: ABCDEFGHI J KL MNOPQRSTUVWKYZ
Cipher: DEFCGHI J KLMNOPQRSTUVWKYZABC

The Vigenére cipher was first described in 1553 by GiovarnifatBellaso. It was considered virtually un-
breakable up until the 19th century. It uses a series ofr@iffeshift ciphers based on the letter of a key. Given
a letter in the keyk, and a letter in the message, the encrypted cipher lettat, is computed by modular
arithmetic inZys: ¢ = k + m (mod 26). As an example consider::

Message: ATTACKATDAWN
Key: LEMONLEMONLE
Cipher: LXFOPVEFRNHR

A heuristic decryption method for a Vigenére cipher withipdic key consists of estimating or guessing the
period of the key and then comparing frequencies of unigrabigram letter sequences to find how far each
letter is shifted. This method requires a lot of text to erat#cryption since we need to be able to compare
frequencies. This method of decryption does not use or redié key to be a word — it could indeed be a
random letter of sequences. A common mistake is to take th&dm a book or newspaper. The problem is
then simpler and less text is needed to decipher.

If the key is non-repeating or very long the approach of caingdrequencies does not work. Such a cipher
is known as a running key cipher or a one-time pad. It was fitsbduced by Gilbert Vernam of AT&T in
1917 and was used throughout World War Il. The original hetigriapproach consisted of placing common



words like “the” at different positions in the key and prodithe corresponding message for word segments.
No systematic method existed until Griffing’s 2006 paperiff@g, 2006), which applied letter language
models to the problem.

One time pad

Caesar’s cipher Vigenére Griffing use Viterbi

L/ N
0 500 1000 1500 2000

Figure 1: Time line for events significant to the paper.

We describe the Viterbi algorithm, (Viterbi, 1967; Rabired Juang, 1993), applied to this problem. Next
we show that it does not suffice to decipher the running kelyatips claimed in (Griffing, 2006). An example
of a running key cipher is

Message: ATTACKATDAVWW THTHREEBATTALI ONS
Key: THEFUTUREBEL ONGSTOTHOSEWHODARET
Cipher: TAXFWDUKHBAYKVZZWKLSTEPACO FRL

This example also happens to be one of the cases where ouepeating Viterbi algorithm works and gives
the exact message and key text. We extend the Viterbi apptoaepeating keys, where it works quite well.

2 Letter Sequence Models

The basic approach is to define a probabilistic model oflettguences. To find the secret message we
look for the most likely message letter sequemaeand key letter sequende that satisfy the constraint
m + k = c(mod 26), wherec is the cipher text. To compute the likelihood of a letter satpel = /;.x =
(l1,1a,...,In) we use thee-gram decomposition

P(liy) = Pl)P(alh) - P(ly|hv—1) @
P(ll)P(l2|l1) ce P(Zn+1|l1:n) '

P(lpyolloins1) - PUIN[IN—n:N-1)

Q

2.1 N-gram letter models

A letter n-gram probability can be estimated from a training corpusdyesponding:-gram frequencies.
Let the training corpus contaiN letters and denote the number of occurences of the letggamiy.,, =

(lh,la,...,1,) by c(li.,). Then-gram frequency estimators,
Tn(llzn) - C(llzn)/N (2)
_ C(llzn)
Qk(ln,+1|l1:n) - C(ll;nfl) (3)

are then consistent estimators for the probabili®és .,,) and P (I,,+1|l1.n)-

For largen it is well known that such a model does not give good estimaetest data due to the existence
of previously unseenp-grams. There are a number of choices for smoothing tecbkrithat address this
problem. Witten—Bell smoothing is used in (Griffing, 2008)e chose to use interpolated ngrams. Kneser—
Ney is also a very good smoothing choice. An excellent sunfeymoothing techniques can be found in
(Chen and Goodman, 1998).



2.2 Interpolated Letter n-grams

An interpolated n-gram model is a mixture model of lettegram models where the interpolation weights
are trained on some held out data. Thus the model can benvritte

P(ln+1|ll:n) ~ Z )\qu (ln+1|ln7k+1:n)a (4)
k=1

where the weighta,, are chosen to maximize the likelihood on some held out ddi.i§ achieved using the
EM algorithm or the Baum Welch algorithm, (Baum and Eagor7)91n the expectation step we compute
the posterior counts

M@k (Litng 1 |lign1—kiitn) (5)

k(lisignt1) = 5
Velliimer) > i1 N Girnt llitnt1—giitn)

and in the maximization step we update the parameters
N—n—1
Ak = Z Vi (lizitnt1)- (6)
=1
The iteration constitutes the EM algorithm, and each stepeises the log likelihood. We initialized the
weights)\; to 1.

3 Viterbi Algorithm

There are 26 possible letter pairs consistent with the cifgiger. Given a hypothesized key and message
letter sequence of lengthand the k£ + 1th cipher letter, there are 26 ways to choose the next laitethe
message and key. We compute the sum of the log likelihoodseafiessage and key for each choice. Thus
for each length message and key hypothesis we get 26 new lehgthl hypotheses along with their log
likelihood scores. We keep the top scoring..., new hypotheses, and iterate until the cipher letters are
exhausted.

Consider a hypothesized message letter seqUeRECEA”, key letter sequenceTHEF” and corresponding
cipher sequencel’AXF". If the next cipher letter i$\the possible message and key letter pairs are:

Message: ABCDEFGHI JKLMNOPQRSTUVWKYZ
Key: W/UTSRQPONMLKJ | HGFEBCBAZYX.

The procedure is shown in Table 1. For the first 3 letter paiesscore for the cipher is the sum of the log
likelihoods for both of the sequences: The best next letignvpasCU, but we keep the best, ..., extensions,
since they may lead to higher likelihood in the end.

4 Periodic Assumption

So far we have addressed the running key ciphers. For regeetys there is additional redundancy that
can be exploited should we know the length of the key. We nyaittié Viterbi algorithm to take this into
account. In the periodic key example we split the cipher ggigments:

Message: ATTAC KATDA WN
Key: LEMON LEMON LE
Cipher: LXFOP VEFRN HR

Given the key there is a unique message matching the ciphars We only need to search key letter se-
guences. In stage one, the left context for each segmenkioum, so we compute the log likelihood within
each segment independently. In stage two we compute théé&ddnbod across segment boundaries.

In stage one the Viterbi algorithm uses the sum of the lodilikeds of each message segment and that of
the key. For example with a decoding of the lettaén the key we can compute the score for next letter being
E as follows:



Decoded Guess Probability log likelihood

ATTA A? P(A|ATTA) -3.8
THEF Wp P(W|THEF) 5.4
TAXF W total -9.2
ATTA B? P(B|ATTA) -1.7
THEF V? P(V|THEF) -6.1
TAXF W total -7.8
ATTA c? P(C|ATTA) -0.6
THEF u? P(U|THEF) -0.5
TAXF w total -1.1!

Table 1: Viterbi algorithm in action. With a decoded messkegepair of (THEF, ATTA) and a ciphefr AXF
with next cipher letteiMwe see how new letters are tried and the correct letter pactil.

Segment Source  Decoded Guess loglik

key L E? —2.6

1 message A T? —-2.2
cipher L X FOP

2 message K A? —2.2
cipher V E FRN

3 message W N? —-3.7
cipher H R

Score:log(P(EL)P(T|A)P(A|K)P(N|W)) -10.7
For the next letter of the key there will only be two segmentd #he score of the correct path will
be log(P(M|LE)P(T|AT)P(T|KA)) Stage one is complete at the last letter of the key. With a det@p
message hypothesis we have complete contextual informédioall segments, but have not yet taken
into account cross segment context. In stage two we re-gealhe log likelihood for the entire mes-
sage for each hypothesis and choose the top scoring hyjmthEsr a trigram letter model the score
for the middle segment of the correct path changes ftogn( P(K)P(A|K)P(T|KA)P(D|AT)P(A|TD)) to
log (P(K|AC)P(A|CK)P(T|KA)P(D|AT)P(A|TD)) in stage 2.

4.1 Symmetry breaking property

In the case where the key is not periodic, no information i tiodel can distinguish the key from the
message. We refer to this problem as the symmetry breakatdean. There is a tendency for the deciphering
algorithm to switch from the key to the message in the middlletter sequences. When the key is periodic
the model for the key is different from the model of the messagd we do not suffer the symmetry breaking
problem.

5 Experiments

The experiments consisted of training letter language fsaaled using these to extract key, message pairs
from ciphers. We measure the error as the number of lettersein the message.

5.1 Training Data

The training data used 10 classic books downloaded from titertBerg project. See Table 2 for the list.
For held out data we used two additional books, “Alice’s Aatuges in Wonderland” by Charles Lutwidge
Dodgson (aka Lewis Carroll) and “Adventures of Hucklebdfiyn” by Samuel Langhorne Clemens (using
pen name Mark Twain).



Book Author

Animal Farm George Orwell
A Tale of two Cities Charles Dickens
Call of the Wild Jack London

Crime and Punishment  Fyodor Dostoevsky
Gone with the Wind Margaret Mitchell

Howards End Edward Morgan Forster

The Great Gatshy Francis Scott Key Fitzgerald
Tarzan of the Apes Edgar Rice Burroughs

The Three Musketeers  Alexandre Dumas

Ulysses James Joyce

Table 2: Books used as training data for building letter mgra

In cryptography it is common to use only the plain alphabdhauit spacing. Spacing and punctuation
give additional clues and are not recommended for encnyptidach of the books downloaded contains
punctuation and spaces between words. We removed all bungksh letters and capitalized all letters
before making letter ngram models.

5.2 Test Data

For test data we carefully chose 7 quotes that did not appeheitraining data. In (Griffing, 2006) the test
set consisted of keys and messages from the training daislgjiMes an unfair impression that the algorithm
works well. We do not repeat our experiments on the data usé@riffing, 2006) for this reason. We used

7 idioms as keys and 7 cryptography like texts as messagesnébsages and keys are displayed in Table 3
and 4. All pairs of keys and messages were used to form thedesthe perplexity on the held-out data set
was roughly 4, so we can see that quite a few of the key and gpessets are somewhat harder.

Key text len pp
1: ACTI ONSSPEAKLOUDERTHANWORDS 27 3.2
2:  BETVEENAROCKANDAHARDPLACE 25 4.8
3: CURI CSl TYKI LLEDTHECAT 21 53
4: DRASTI CTI MESCALLFORDRASTI C 34 74

MEASURES
5: Pl CKUPYOUREARS 14 4.7
6: GREATM NDSTHI NKALI KE 20 4.7
7:  H TTHENAI LONTHEHEAD 19 58

Table 3: The 7 key texts along with number of letters (len) pegpblexity (pp) for each key phrase.

5.3 Resultsfor Running Key Ciphers

As mentioned earlier the problem with Griffing’s paper was inahe Viterbi inference method, but rather
in the evaluation of the deciphering algorithm. As we can Bem Table 5 the results are not suffi-
ciently good to be understood. For example message numbed key number 1 gave the deciphered
messageHWITHTRANSFERONEITHERINALWAY SITWASDARKPERHANDCAND/ABABYOUWAR and KeyNGBANKSS-
PEAKLOUDEVILHECOUGHLESSOFEYEARSOLDJOESHOUGHILOVKNEW It is difficult to make any sense of the
deciphered message — the deciphering method makes everypiok like words. Although “transfer one”
is deciphered correctly, it is not enough to make sense otiteoinessage. We chose to use= 7 for the
ngram length and@y,..., = 1000 for the example decodings. This gave a good result in a redé@amount
of time. As seen in the table the key with the lowest perpjekid the lowest Letter Error Rate (LER),



M essage text len pp

1: ATTACKATDAWN 12 3.9

2: THEBRI TI SHHAVEFI FTYTANKS 24 42

3:  FI RSTSCLVERW NSONEHUNDRED 32 45
DOLLARS

4: MOVEARMYACROSSDELAWAREAT 32 81
M DNI GHT

5: PLEASETRANSFERONEM LLI ON 60 5.9
DOLLARSTOMYSW SSBANK

ACCOUNTSI XTWOSI X

6: PRESI DENTSEMBARGORULI NGSHOULD 172 5.5
HAVEI MVEDI ATENOTI CEGRAVESI TUA
TI ONAFFECTI NG NTERNATI ONALLAW
STATEMENTFORESHADOWSRUI NOFMAN
YNEUTRALSYELLOWN OQURNALSUNI FYI
NGNATI ONALEXCI TEMENTI MVENSELY

7: | HAVEADREAMIHATONEDAYTHI SNATI 132 4.1
ONW LLRI SEUPANDL| VEQUTTHETRUE
MEANI NGOFI TSCREEDWEHOLDTHESET
RUTHSTOBESELFEVI DENTTHATALLME
NARECREATEDEQUAL

Table 4: The 7 messages along with number of letters (len)pamglexity (pp) for each. Three of the
messages are long enough that all the keys will have to répeatrypt the messages

and the key with the highest perplexity had the highest LERather words the more the text looks like the
training data the easier it is to recover.

Table 6 shows that there was no clear benefit to going to ngeagths beyond 7 and that a beam of 1000 is
not far behind the beam of 100,000.

5.4 Resultsfor Periodic Key Ciphers

Introducing the additional information that the key is pelitc should give better reconstruction. The results
of using the periodic Viterbi algorithm are displayed in T&ld. These results are dramatically better than
before when there is significant repetition of the key. The tangest sequences are in fact reconstructed
perfectly for all the keys! These results where obtainedgislie actual lengths of the keys. This could be
considered cheating, but in practice it's a reasonablecgmprto try deciphering using different periods and

m\k| 1 2 3 4 5 6 7 | LER
1 12 8 11 10 11 11 9| 86
2 4 22 22 22 12 20 21} 73
3 29 12 27 29 27 28 27 80
4 26 20 29 30 29 28 27| 84
5 46 47 54 53 53 51 45 83
6 122 123 136 157 123 142 129 77
7 84 115 112 117 103 95 90 77
LER: | 70 75 84 90 77 81 75 79

Table 5: Results of Viterbi deciphering using a search-bea000 and ngram length of 7. The numbers
in the interior of the table are raw number of letter errorERLstands for letter error rate percentage. m/k
stands for message/key.



ngram\beam| 1000 10000 100000
88.05% 87.99% 87.87%
83.65% 83.68% 83.44%
78.82% 77.89% 76.72%
77.99% 77.19% 76.79%
78.97% 77.31% 76.91%

©O© 0o ~NO O

Table 6: Letter error rates for different ngram lengths aeam-sizes

attempt to read the resulting messages for each of the geriod

messagekey | 1 2 3 4 5 6 7|LER

1
2 23 0 10 20| 55
3 8 30 31 0 9 12| 47
4 31 30 26 0 27 28 74
5 0 0 0 34 0 9 0| 10
6 0 0 0 0O 0 O 0 0
7 0O 0 0O O O o o0} O

LER: 9 14 18 9 0 12 13 11

Table 7: Results of periodic Viterbi deciphering using kmgeeriods and a search-beam of 1000 and ngram
length of 7. Only message key pairs where the message waarlthvam the key were deciphered.

5.5 Random periodic key

We tested our periodic algorithm with the random key\CHBO and message
THEFUTUREBEL ONGSTOTHOSEWHODARE. The result was perfect reconstruction when given the
key length of 5. This despite the mismatch in the model usedetterate the key and to decipher the
message.

5.6 An exampledeciphering

We found an example Vigeneére cipher on the web;
http://synapse. daiict.ac.in/ perpl ex_probl ens_round2. pdf.

The problem was given with punctuation and white space innteesage, which makes the deciphering
simpler. We removed the punctuation and white space. The#ragraph of the cipher is:

BYI RLBFMWG SXFEJFILXA MsVZI QHENK FI FCYJJRI F SEXRVCI CDT EI THCBQVXS

GVNEXFPZHHT JGSPLHUHRP FDBPXNLMFV TEM GRBZJT Xl GHTJDAMN VMSFXLHFMS

UXSDCGEZDI E PCZLKLI SCI JI WBI HTJVE VWFMWW SO DFKI EQRQVL EPVHMYZSRW

Cl MEALW/QQ RAVRTZFKYV HOZI FIRDHG WWKRRQSKM XOSFMVQEGS QJEXVHGBIT

XXRHTIFTMQ WASJSIPOZP ZRHUSCZZVI VHTFKXLHVE MFYPGROHCE VHHTJTEYVS
EBYMCKWYUV PXKSYYFXLH GQURVEWANAS

Viterbi deciphering algorithm on this problem gives the sagge

NGEVENTFRE EDOVFREEDO MFREEZEAND TERI NG NFR OMFREEDOVF REEDOVFREE

DOVFREEDOM FREEDOMFRE EDOVFREEDO MFREEDOVFR EEDOMFREED OMFREEDOMVF

REEDOMFREE DOVFREEDOM FREEDOMFRE EDOVFREEDO MFREEDOMFR EEDOMFREED

OVFREEDOVF REEDOVFREE DOVFREEDOM FI SHANDSTH EHOBANDKNO WHEI RACQUI

TENATGREED OMFREEDOWF REEDOMFREE DOVFREEDOM FREEDOVFRE EDOVFREEDO
MI'HI SFARMT | NGBUCCEED | NGDELI Rl U



and key

OSEVHOVHEC OQURSECFHUM ANEVERDEAH MEOULDBEDO ESSARYFORO NEPEOPLETO

DI SSCLVETH EPCLI TI CAL BANDSWHI CH HAVECONNEC TEDTHEMWN T HANOTHERAN

DTOASSUMEA MONGTHEPOW ERSCFTHEEA RTHTHESEPA RATEANDEQU ALSTATI ONT

OMHI CHTHEL AWSOFNATUR EANDOFNATU RNEDRENARF THEEM NUTE SCAPEHELPL

ETEHADOPI N | ONSCFMANK | NDREQUI RE STHATTHEYS HOULDDECLA RETHECAUSE
S| REOFVWHI C HKEREWDTHE YDOORTOFSY.

Obviously the key and message have been swapped. We caly plzadl the key “freedom” from the
message. Using the periodic Viterbi algorithm with peridéd ave get the exact text for the message:

VWHENI NTHEC OURSECFHUM ANEVENTSI T BECOVESNEC ESSARYFORO NEPEOPLETO

DI SSCLVETH EPCLI TI CAL BANDSWHI CH HAVECONNEC TEDTHEMAN T HANOTHERAN

DTOASSUVEA MONGTHEPOW ERSOFTHEEA RTHTHESEPA RATEANDEQU ALSTATI ONT

OWH CHTHEL AWSOFNATUR EANDOFNATU RESGODENTI TLETHEMADE CENTRESPEC

TTOTHEOPI N | ONSOFMVANK | NDREQUI RE STHATTHEYS HOULDDECLA RETHECAUSE
SVH CHI MPE LTHEMTOTHE SEPARATI ON

and the keyrREEDOM We have succesfully deciphered the cipher — It is simplyxaegpt from the decla-
ration of independence. We could have also found this bychéag in google using the legible sections from
the non-periodic Viterbi deciphered texts or by readingloff key word.
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